A PRACTICAL GUIDE TO PLANNING FOR AND RESPONDING TO A CRISIS

Christian E. Liipfert
BP America Inc.
501 WestLake Park Boulevard
Houston, Texas 77079
(281) 366-2000

Ray G. Thompson
Wixted Pope Nora Thompson & Associates
13700 Veterans Memorial Drive, Suite 415
Houston, Texas 77014
(281) 444-3007



A Practical Guide to Planning for and Responding to a Crisis’
by
Christian E. Liipfert?
Ray G. Thompson®

l. Introduction

A lot has been written about crisis management and response plans. But one needs
only to watch the evening news or pick up the morning paper to see “crises” that have
been poorly handled. Martha Stewart, Arthur Andersen, and Firestone are notable
examples. Did they have crisis management plans in place? Probably. Did they use
them effectively?

A series of events does not, however, need to be a life-or-death struggle in order to be a
crisis. A plant fire or explosion, a pipeline break, or a computer virus can be a “crisis” if
you are the one who has to handle it.

There are general principles and common elements that apply to all “crises,” small or
large. By and large, a “crisis” can be anticipated, and you can develop proposed
response plans in advance. While those plans may not be perfect, you are more
prepared than if you had no plan at all.

Our purpose here is to review the common elements of crises and emergencies, and to
provide some checklists of aspects to consider and prepare for in advance. We will
provide a list of potential events that might represent a crisis or emergency for your
company, and some suggestions on how to prepare for those in advance. We will also
explore the issue of communication, which is a critical factor in every crisis, and which
generally makes or breaks a crisis response.

II. Common Elements

Based upon our studies of this area over the past several years, most business crises
have these common elements:
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Media interest, normally accompanied by a "good visual”
Compressed time frame for resolution

Limited (and often contradictory) information

Conflict and controversy

Problems organizing communications, both internally and externally
A basic human fear

They are largely predictable

Intense media coverage and scrutiny of a business crisis usually involves a good visual.
This can be the image of a Tylenol bottle, a Pepsi can, a paper shredder or an oil-
soaked bird. Or a recognizable face, like Martha Stewart or Kobe Bryant. The media
loves it, as the picture looks good on the 6 o'clock news, or on page one above the fold.

lll. Planning

To the extent that a crisis or emergency is predictable -- and most are -- you can plan
for it. This is why first graders do fire drills. There are two major tasks: first, identify the
possible crises for your business; and, second, prepare the people and materials that
you would need to respond to the most likely crises.

A. Identify the Most Likely Crises for Your Business

To identify what crises or emergencies could affect your business, start by reading a
force majeure clause in a contract to identify the types of crises that could affect any
business. These include the normal litany of fire, earthquake, explosion, Acts of God,
shortage of labor or material, shipwreck, bad weather, riot, war, civil unrest, and,
depending on your location, volcanoes.

But those only represent one type of disaster. What about other types? What crises
have struck other businesses? The criminal act of a third party, such as violence in the
workplace or product tampering, is one example. An allegation that one of your
employees has committed a criminal act is another. Computer viruses or hacker
attacks, or the shutdown of the e-mail server? What else might happen to businesses
generally?

After you have spent some time thinking about those types of crises, concentrate on
your particular business. What could go wrong there? It could be the loss of a key
customer or supplier. It could be the loss of a key permit, a change in regulation or law,
or the death or unavailability of one of your key employees or a business partner.

Included as Attachment One is a list of some of the crises and emergencies that might
affect your business. Look over that list and think about whether one of those would be
a crisis for your company.



B. Preparing to Respond

Having identified most of the crises or emergencies that might affect your business, now
you can give some thought to what you would need to do in response.

The first step is to prepare a collection of materials, normally called the Crisis Response
Manual. This manual should be available all the time — at the office, at home, in your
briefcase (and portable computer) on the road. If you use a Palm Pilot or other PDA,
that is a great place to carry a copy of the core materials.

What should you include in your manual? At a minimum, you will need the phone
numbers (office, home, and mobile) of those folks who will be involved in the initial
response effort. You will also need the names of the other folks in the business who
you may need to contact: your boss, your boss's boss, Public and Governmental
Affairs, outside counsel, inside counsel at other locations, your secretary, etc. You may
want to add contact numbers for key personnel at your partners, key contacts at
relevant government agencies, and suppliers and vendors, both your normal suppliers
and vendors and those upon whom you may need to call in a crisis.

The business folks in charge of your emergency response/crisis management plan
should have briefing sheets on the various facilities. These are helpful when you are
trying to pull together press announcements following an incident. These summaries
should be handy. In larger organizations, this type of information is often on a
centralized web page or server. This makes updating a lot easier. Then all you need to
worry about is not having access to the server.

It may be appropriate to prepare in advance a “media holding statement” about potential
issues or subjects that could develop into a crisis. It is easier to collect key information
before you are subjected to the cameras and bright lights. Pull together the who, what,
when, where, why and how of your company’s preparedness for particularly predictable
events.

You should also include a lawyer’s process checklist. A sample checklist is attached as
Attachment Two. While you need to decide whether this is appropriate for your
business, it gives you a place to start, and some issues to consider.

Finally, are there any issues that you can anticipate for which it would be appropriate to
have a memorandum or form prepared in advance? This might include a legal analysis
of the duties of indemnity, the legal obligations in response to an offshore oil spill, or the
legal rights and obligations of a volunteer. What about a proposed force majeure notice
or a draft contract for a service provider? Where can you find your insurance policies?
How should your plant guard react and whom should he or she call if government
agents appear with a search warrant? What has happened to you or to others in your
industry in the past? These are things that you can, and should, think about now.



C. Training and Drilling

Now that you have identified the possible crises that might affect your operations, and
you have prepared a plan and checklists to respond to those crises, the next step is to
train your personnel in using the plan and checklists. Getting attorneys to focus on
these issues before a crisis is a challenge. This applies to both in-house attorneys and
external counsel.

Lawyers can also help by participating in the training of others, making them aware of
the language issues that arise in the context of responding to an incident. This is a
good opportunity to talk to people generally about writing clearly and concisely.

It is important for the attorneys involved to recognize that crisis management training is
more than a routine legal matter. By definition, a crisis involves broader issues.
Training can help get this message across, even to attorneys. Drills can help send the
message home. It can also introduce the attorneys to the Incident Command Structure,
which is the way that most government responders organize to respond to an
emergency.

After each drill, and after each actual crisis or emergency, prepare a list of lessons
learned, and review what materials you wish you had, but didn’t. Add those to your
manuals, and distribute them to the other lawyers who may become involved in future
events.

IV. Response

Okay. You've planned ahead, and have a manual. What else do you need to focus on
when a crisis actually happens?

The primary focus, once you recognize that a crisis is occurring, is managing the
response. This is the time to turn to the checklists you have prepared, because when
the building's on fire, it's difficult to remember everything you should be doing. Apart
from that, the key message is Communication is Key.

A. Activation

Sometimes, the most difficult thing to recognize is that a crisis is brewing. Normally,
people hesitate to think that this matter is a crisis. They hesitate to activate the crisis
management plan, and call everybody together, because they don’t want to disturb
people unnecessarily. Instead, they have the tendency to take the most favorable or
optimistic view of emerging events, without making a big deal out of what may not be a
crisis.

History teaches us that this is a bad idea. It is normally better to over-activate rather
than under-activate. You can always stand down from yellow or red alert; it takes more
time to gear up the initial effort.



The lawyers, and others, need to be sensitive to this tendency. The lawyers can
suggest that this might be a matter on which to at least notify the people who would be
involved in a crisis response, so that they can locate their manuals and stay close to
their phones.

Once you have activated the team, then it's time to pull out your checklists and
manuals, and follow them. While they may not cover every issue, they do provide a
structured framework for response.

A key lesson is to consider who else in your organization might need to know. Is there
another project pending in the area? Might the press contact someone in a similar
business in your company? Is there a partner or a government (State, Federal or local)
agency who would prefer to hear from you rather than read about it in the newspaper?
Is a senior executive in discussions with a government agency or prospective partner
next week? Who else in Legal needs to know?

B. Communication

Many of the "poor" responses to crises have been due to poor internal or external
communications. This is predictable and, to a large extent, preventable. Handling the
flow of information inside your own organization, and between your organization and the
outside world, is critical.

The information that you will receive from the incident site at the early stages of an
incident will normally be fragmentary, ambiguous, contradictory and wrong. The sooner
you establish a reliable flow of information, to and from the site, the sooner you can
begin to effectively respond to the event.

1. Responder Communications

A well-designed crisis management/emergency response plan will establish a clear line
of communication of incident and response information. When the incident involves
multiple sites, this line of communication can be a combination of telephone, fax, video
and electronic communication. Key points to remember are that

e the responders at the site have to deal with the incident first, and keep management
back in the home office informed second,

¢ not everyone who wants to know needs to know,

e multiple parties will make inconsistent demands for information,

e early information is normally ambiguous and incorrect,

e you will need to brief people when they first join as well as at shift changes (new
people will be joining constantly), so it's good to keep a running summary of all your
notes, with the most recent information on top,



e keep a list of assigned tasks, and mark off what's been done,
e equipment breaks, and

e someone needs to arrange for food and lodging for everyone involved at or traveling
to the various sites.

Against this background, and recognizing the possible need to produce this information
in later litigation, the lawyers can help by teaching the clients in advance what
unnecessary words to avoid. Also, you can encourage your client to put qualifiers in
their written work, such as "Initial reports are that the tank ruptured," rather than the
absolute statement that "The tank ruptured." If at all possible, get them to put dates and
times on their notes, as to when they received the information, and from whom.
Consider whether all documentation, both paper and electronic, needs to be preserved,
either under your document retention policy or to prevent a claim of spoliation.

The three rules of thumb in this area are:

1. Limit your written communication to the necessary facts;
2. Keep it short, keep it simple, with qualifiers if appropriate;
3. Consider what documents, both paper and electronic, need to be retained.

The five hot buttons in the client's documentation in response to an incident are:

Adjectives and Adverbs

Judgment words

Unnecessary words

Legal words (including causation, liability, negligence, breach, etc.)
Speculation, opinion, and guesses
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In order to keep information current, and to keep track of assigned tasks, you may want
to have frequent meetings or conference calls with the heads of station. This can be
twice a day, or more frequently. These are great times to get briefings from everybody,
updates on factual developments, and check on the status of pending action items. Not
everybody needs to attend these meetings.

2. Lawyer Communications and Coordination

Early on, you should consider whether you need to have a lawyer at the incident site.
The role of that attorney would, on the surface, be to assist local responders with the
legal issues as they arise. An additional role, and in the event of a remote incident
perhaps the primary role, is as your eyes and ears at the scene.

If you have more than one lawyer involved, either at multiple sites or in supporting the
response effort at a single location, it is important that they have well-established lines
of communication. In an actual event, you will be astounded at the amount of legal time
and effort required. One lawyer will be sitting at the table advising management,



another will be communicating with on-site counsel and/or headquarters, and another
will be reviewing press releases, reading contracts or drafting force majeure notices.
The second shift will be home sleeping, getting prepared to replace the first team. The
normal legal work of the department comes to a grinding halt.

If lawyers are going to be involved at more than one management location, one lawyer
should be assigned the responsibility of coordinating the overall effort. This person
would be the clearing house, and a single point of contact for information about who is
working which shift, which outside counsel have been engaged and deployed, and
which legal projects are pending. On the pending task list, list the legal issues identified
and their status (i.e., resolved, assigned to XYZ response due 12pm, open/unassigned).
This is a good list to share with all the lawyers involved on a regular basis and at shift
changes, to avoid unnecessary duplication of effort.

3. Other

While considerable attention is directed to media communications in response to a
crisis, one constituency that is often forgotten is the remainder of your employees who
are not involved in the response. Not only do they have a strong interest in information
about the incident (it's their company, too) and the company's response, they also can
be an effective vehicle for distributing credible messages. Establish a procedure for
getting information to them at the same time information is distributed to the press.
Provide them with copies of the press releases or statements and the facts and figures,
as they become available, even if you need to "qualify" the information. They will
appreciate who, internally, is involved in managing the incident, and how the company is
responding. These are their friends and co-workers. Your employees can be an
effective channel to distribute information, especially in the local communities.

If you have company bulletin boards, post and update the information. Do you have a
web site? Company-wide e-mail? Your employees can be the best way to get the right
word out to the public, if you let them.

4. External Communication

There are two principal aspects of external communication. First, identify whom you
need to inform, the key constituencies who are important to the success of your
company. Second, consider how you should coordinate those communications.

Depending on the nature of your operations, and the nature of your incident,
emergency, or crisis, you may need to communicate with some or all of the following:

Management, including your boss
Shareholders

Employees

Families of employees

Neighbors in the affected community



The press/media, generally

The trade press

Stock analysts

Environmental groups

Special interest groups (and non-government organizations)

e Mutual Aid Groups

e Fire department and other local emergency responders
e Neighbors of other company facilities

e Customers

e Joint Venture partners in the affected operation

e Joint Venture partners in other operations

¢ Industry colleagues

e Government regulators

e Elected officials (local, State and Federal)

e Host government

e Public health authorities

e Governments in other locations where you operate
e Insurers

e Hospitals

[ ]
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Depending on your business, there may be others you need to advise.
a. Dealing with the Media

In today’s globally competitive environment, organizations must work harder than ever
just to maintain the status quo. This is especially true when it comes to handling a
crisis.

Every incident -- in any company, in any industry -- that is handled poorly increases
public skepticism. And every incident that is handled well only serves to increase public
expectations. The manner in which you respond to and manage a crisis impacts your
company’s reputation and ability to resume business quickly. Whether the public’s net
impression of your company is negative or positive depends greatly upon the effective
management of the media.

When it comes to dealing with the media, many organizations view crises as the
situations they would most like to avoid. It is a time when a company is under the
intense glare of public scrutiny. Pressure builds — on the company and on the media.
More is demanded faster of both groups. Tensions build, and the chance for error and
flawed judgment in responding to the media increases.

In reality, a crisis -- more than any other news event -- can be a vehicle for a company
to demonstrate its operational integrity, and its commitment to people, the environment,
business partners, customers, regulators, employees, and the community. With



preparation and practice, a company can put its best foot forward in a credible and
convincing manner.

b. Establishing Yourself as THE Information Source

In the discipline of crisis communications, there is an adage, “Any story about an
organization is generally told better by the organization itself.” If the media is not
required to look elsewhere to tell your side of the story for your response to a crisis, the
public’s net impression will generally be more favorable.

c. Hallmarks of Effective Crisis Communications

A review of successful crisis communications techniques used in government and
industry over the past two decades reveals a four-pronged message strategy that is
most likely to help collapse the amount of time required to prepare and respond to a
crisis. The message is deceptively simple, and can be delivered without increasing your
legal liability:

e Show your concern.

e Detail your responsible actions.

e Demonstrate your cooperative attitude.
e Show resolve.

Show concern: Above all else, a crisis is a human trauma. Express compassion for
those who are affected by the incident. In your words and deeds demonstrate your
concern for them and your commitment to help. Make it plain to the reader, listener and
viewer that you have considered how this event affects others and that you are working
to address their needs. You may be surprised to learn that most audiences don’t want
to see you defeated by the bad news you must share.

They understand that bad things happen to good companies. However, they are
watching closely to gauge the kind of person you are, the kind of organization to which
you belong. They will make value judgments based on the emotional content of your
message.

Statements that show concern:
“We regret the inconvenience this incident has brought upon our neighbors. We are

working hard to limit the impact and to help them in any way we can. We have activated
our emergency plan which includes...”



“This is a terribly sad day for the friends and families of all those affected by this
tragedy. On behalf of our employees and their families, may | express our deepest
sympathies.”

“Our primary concern is for the safety and well-being of those who were injured. We are
making sure they get proper medical attention and we are hoping for their full and
speedy recovery.”

“I have spoken with many of those directly affected by this accident. | have instructed
my response team to make certain that we do everything we can to get these people
back to their homes as quickly as possible.”

“As a member of this community, | too am concerned. That is why we have assembled
a wide array of specialists to help us make sure we are doing the right thing.”

Responsible actions: Never assume that the media or any of your key audiences
realize you have a crisis plan. Detail for them the steps you are taking to mitigate and
resolve the incident or issue. Show them you are working hard to do what’s right. Give
them evidence and examples of the scope and scale of your response efforts, the
resources you are bringing to bear on the issue, and the level of your expertise, training
and preparedness. Chronicle the actions you are or will be taking. Use key supports to
demonstrate your commitment to do what is right, and provide precise, detailed
evidence of that commitment in action.

Statements that detail responsible actions:

“We have activated our emergency plan, and we are escalating our response efforts.
Experts in safety, environmental protection, operations and maintenance are on the
scene now working to resolve the problem.”

“While we hope never to have to face an incident such as this, we do prepare ourselves
through advanced ftraining programs, emergency exercises and close cooperation with
local officials. More than (number) of our employees have been through some form of
emergency training in the past year.”

“We are committed to using every resource at our disposal to mount an aggressive and
effective response to this situation. So far we have... (activated a certain number of
emergency personnel; contracted with a certain number of specialty firms; collected a
number of samples; established a number of response teams; organized a briefing for a
number of officials).

‘I am pleased to report we have made progress today in containing and resolving this
incident. First...”
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Cooperative attitude: In your words and in your deeds, show how you are
coordinating your response efforts with those of other organizations that may be
involved. Help your audience grasp the cooperative nature of your response. Report
how you are working with local, state, regional, national or international bodies. Name
names, and include titles and affiliation. These details will strengthen the confidence
your audience has that you are doing everything possible to solve the problem. It also
shows that you have nothing to hide. Emergency response organizations -- especially
those at the local level -- have a high degree of credibility with many key publics.
Extend this theme of cooperation to the news media as well. Tell them you respect their
need for information, and show them how you are working to meet those needs.

Statements that demonstrate a cooperative attitude:

“We are working hand in glove with local police and fire officials in a cooperative way.
In fact, (title, name & affiliation) is a full member of our emergency response team.”

“We are getting excellent cooperation and assistance from the city, county and state
emergency response organizations, including...”

“l want to express my appreciation and admiration for the efforts of the unified command
team which is providing us with a great deal of help and a vast amount of resources.
Working with us today are emergency response professionals from...”

“We are concentrating our efforts on making sure we are doing everything we can to
resolve this incident. At the same time, we appreciate the need to share information
with our neighbors, the media and others who want information about what we are
doing. That is why we have established a series of media briefings to...”

Show resolve: This is where one’s leadership qualities must emerge. Showing resolve
to not be defeated or overwhelmed by the crisis is as much about what you say as the
way you say it. In a word: presence. You must be able to leave concerned audiences
with not only a sense of your humanity, but also of your strength, control and
determination. Following the terrorist attacks on New York City, Mayor Giuliani
embodied this principle by constantly referring to the city’s focus on recovery.

Statements that demonstrate resolve:

“We are committed to fully recovering from this tragedy and returning to doing what we
do best.”

“Although we remain focused on resolving this current situation we are confident that we
can and will overcome this incident.”

A word for the lawyers.
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The lawyer's job is normally to protect the company's balance sheet, and to keep that
entry under "Liabilities" as small as possible. In the first days of an incident, the lawyer
hasn't had a chance to evaluate the legal theories necessary to protect the client. And
the lawyer knows that the information is preliminary, and fragmentary. Thus, it would
seem, "no comment" avoids getting the company into any more trouble.

The Public and Governmental Affairs folks, on the other hand, want to go out to the
press and protect the company's reputation by saying that the company will fix
everything so everyone is happy. This avoids the negative impact on the other portion
of the balance sheet, that line labeled "Goodwill."

The lawyers need to realize that, if this is a significant event, the press is going to run
the story, with or without the company's cooperation. The lawyers need to be aware of
the longer-term consequences to the company of the most conservative legal strategy.
Further, if the company establishes its position as a credible source of information, this
will be reflected in the tone of the media coverage. We can thus help create a powerful
message without increasing the company’s legal liability.

So what's the answer? It's a balance. The lawyers need to work with the Public and
Governmental Affairs folks, and understand the process. The lawyers need to
understand the fundamental principles of Communication in High Risk/Low Trust
situations. The lawyers need to work with the Public and Governmental Affairs folks to
develop a message that is consistent with minimizing the creation of unnecessary legal
liability, while at the same time maximizing the protection of the brand value and the
company's good name.

We recommend that the lawyers spend some time now with the Public and
Governmental Affairs folks. Build and invest in the relationship. When the crisis hits,
Legal and Public and Governmental Affairs need to work as allies.

V. Conclusion
While a crisis or an emergency cannot necessarily be managed, it can be survived. |t
takes some pre-planning, some understanding of the process, and a willingness to

observe and study the reports of other crises affecting other companies. Learn from the
history, and be ready to apply those lessons when and if crisis strikes your company.

Christian Liipfert
Ray Thompson
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Attachment One
Potential Crises and Emergencies

Force majeure, generally
Explosions

Fire

Earthquake

Flood

Weather

Crashes

Volcanoes

Medical emergency

a) disease

b) poisoning

C) evacuation

9. Country Collapse

10.  Riot and Civil Insurrection
11.  Martial Law

12. War

13.  Nationalization, expropriation
14.  Collapse of key supplier
Environmental

N>R~ WN =

1. Releases
2. Permit revocation
3. Environmental releases from neighboring facilities

Third Party Criminal Acts

Kidnap, Hostage, Extortion
Violence in the workplace
Product tampering

Piracy

a) High seas

b) Intellectual property
Terrorist acts

. Arson

perational

Loss of permit

Loss of major customer
Loss of major supplier
Loss of key employees
Labor action

a) Union campaign

b) Strike

c) Whistleblower report
Occupational safety incident
Computer Related
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a) Viruses
b) Denial of service
c) Hackers
d) Collapse of network
e) Misuse of system
8. Wrongful destruction of documents
9. Equipment malfunction
10.  Employee fidelity
11.  Management misdeeds
12.  Whistleblowers
13.  Local bank collapse (Letters of Credit? Accounts?)
14.  Industrial espionage
15.  New legislation
a) making your business no longer legal
b) new permits that can't be granted
16.  Lease cancellation
17.  New taxes
18.  Government civil investigations
19.  Product liability/recall
20. Partner collapse
a) Bankruptcy
b) Takeover, merger
c) Change of ownership

21.  Inconsistent obligations under local law v. other law or company
policy
Intellectual property
1. misuse by others
2. allegations of misuse by your employees
Allegations of unlawful conduct
1. Local law violations
a) Bribery
b) Permits
c) Labor

(1)  Race, sex, religious discrimination, etc.
d) Environmental exposure of employees
e) Occupational safety regulations
f) Document destruction
g) Government relations
h) Slander/libel

i) Export/import law violations

i) Mistakes on government filings

k) Tax

) Private conduct by employees
(1)  drugs

(2)  drunk driving
(3)  other criminal behavior
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Response to a search warrant or subpoena
Sarbanes-Oxley Reporting
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UPON
NOTIFICATION OF
POTENTIAL CRISIS:

e Assess need for
complete plan
activation

eLocate your manual

o Notify your boss

UPON DECISION TO
ACTIVATE PLAN:

eReport to meeting of
Response Team
with your manual

eRemind participants
of need to keep
documents limited to
the facts and to
avoid opinion or
speculation, and that
documents will all be
collected

eRemind everyone on
Team to review
proposed press
releases and internal
all-employee
communications with
Legal

eDesignate/notify
assisting attorney
and alternates

e As appropriate, notify
local Claims
Attorney

e Arrange for someone
to handle your other
work

LEGAL DEPARTMENT EMERGENCY CHECKLIST

DURING AN
EMERGENCY:

e Coordinate with other
lawyers involved in
response

eConsider sending
attorney to site (in-
house, Claims,
outside attorney,
etc.)

oIf more than one
attorney involved,
designate
coordinating attorney

¢ Confirm legally
required notifications
have been made.

eConsider and, as
appropriate,
recommend
additional
notifications (i.e.,
insurance, force
majeure)

e Confirm instructions
to incident site to
review all press
releases and similar
documents with
Legal Department
representative
before issuance

eAdvise site not to
destroy any
documents relating
to the incident, even
if pursuant to normal
document retention
guidelines

o Advise site to
preserve physical
evidence if possible

¢ Remind Response

Team members and

site responders to

leave ALL documents
and notes relating to
the incident in the
meeting room. At shift
changes or arrival of
additional people,
remind participants to
keep documents
factual and to avoid
opinions and
speculation.

Notify and, as

appropriate, engage,

other attorneys (in-
house or outside):
Environmental,
Health & Safety
Local Claims
Attorney
Labor
Corporate
Criminal Defense
Business Unit
Attorney
Security
Others

o Work with GPA on
message
development and
employee
communications
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Consider different
constituencies:
eEmployees and
families
eSurrounding
community
eMutual Aid groups
eShareholders
e Stock exchanges
eCustomers
eLocal and State
Government
eEmergency and
public health
authorities
eFederal government
-- elected
representatives
and executive
agencies
eRegulatory
community
eSuppliers
eContractors
ePress/media
(including trade
journals)
eHospitals
eCorporate
management of
parent, affiliates;
other company
employees
e Stock analysts
eTrade associations
Competitors
¢ Begin planning for
recovery after the
incident

FOLLOWING AN

EMERGENCY

¢ After incident, collect
all notes,
documents, and e-
mail notes and
review. To the
extent that some
materials are
ambiguous, attempt
to clarify with author
while memories are
fresh.

® Prepare a summary
of Lessons Learned;
distribute as
appropriate



